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Shibboleth Architecture

e Shibboleth is an Internet2 standards-based
architecture used to support sharing of
computing resources.

 Shibboleth is middleware initiative that offers
a mechanism to authenticate and authorize
user’s in federated environment.
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Virtual Organization

* A virtual organization is an umbrella organization that
includes all the research institutions that share a common
goal.

* Provides the member institutions with secure and robust
inter-institutional collaborative research environment



Entitlement Server

* Defines, manages and uses virtual
organization entitlements independent of any
Institution

* Fine-grained authorization using data that
may not exist in an Identity Provider E.g. name
of the Virtual organization that the user
belongs



Shibboleth Federated Environment
including Entitlement Server
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Authorization process using
Entitlement Server

Entitlement Database
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Shibboleth Enabled Environment

“Does the user have the “urn:mace:greatplains.net:biogrid” entitlement?”
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Issues with Single Entitlement Server

* Service provider needs to know the details
where the entitlement server exists

* Failing of the entitlement server causes failure
of the authorization process



Strategy

 Multiple entitlement servers

* Multicast Protocol

* All the entitlement servers forms a logical
group using multicast network protocol



Process Flow
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Data Consistency
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Data Synchronization
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Conclusion

Eliminates the failure of authorization process at
Virtual Organization level

Highly Scalable authorization process

Entitlement server can move from one physical
machine to another without affecting process
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Initial Authorization Check
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Further Authorization takes place with
same ES
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Renewing of Secure Channel
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Authorization with new ES as previous
does not exist in network
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Administrator Option
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ldentifying self Privilege and Virtual
Organization
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Entitlement Management
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Improper Entitlement
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No ES present in the network
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